AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

§478.48

decision or dismissal are the same as
those set forth at 20 CFR 404.970,
(‘“Cases the Appeals Council will re-
view’’).

(b) If $2,000 or more is in controversy,
a party may obtain judicial review of
an Departmental Appeals Board deci-
sion, or an ALJ hearing decision if a
request for review by the Departmental
Appeals Board was denied, by filing a
civil action under the Federal Rules of
Civil Procedure within 60 days after
the date the party received notice of
the Departmental Appeals Board deci-
sion or denial.

[60 FR 15372, Apr. 17, 1985, as amended at 61
FR 32349, June 24, 1996; 62 FR 25855, May 12,
1997. Redesignated at 64 FR 66279, Nov. 24,
1999]

§478.48 Reopening and revision of a
reconsidered determination or a
hearing decision.

(a) QIO reopenings—(1) General rule. A
QIO or QIO subcontractor that made a
reconsidered determination, or con-
ducted a review of a DRG change as de-
scribed in §478.15, that is otherwise
binding, may reopen and revise the re-
considered determination or review, ei-
ther on its own motion or at the re-
quest of a party, within one year from
the date of the reconsidered determina-
tion or review.

(2) Extension of time limit. A QIO or
QIO subcontractor may reopen and re-
vise its reconsidered determination, or
its review of a DRG change as de-
scribed in §478.15, that is otherwise
binding, after one year but within four
years of the date of the determination
or review if—

(i) The QIO receives new material
evidence;

(ii) The QIO erred in interpretation
or application of Medicare coverage
policy;

(iii) There is an error apparent on the
face of the evidence upon which the re-
considered determination was based; or

(iv) There is a clerical error in the
statement of the reconsidered deter-
mination.

(b) ALJ and Departmental Appeals
Board Reopening—Applicable procedures.
The ALJ or the Departmental Appeals
Board, whichever made the decision,
may reopen and revise the decision in
accordance with the procedures set

42 CFR Ch. IV (10-1-15 Edition)

forth in §405.750(b) of this chapter,
which concerns reopenings and revi-
sions under subpart G of part 405 of this
chapter.

(c) Fraud or similar abusive practice. A
reconsidered determination, a review
of a DRG change, or a decision of an
ALJ or the Departmental Appeals
Board may be reopened and revised at
any time, if the reconsidered deter-
mination, review, or decision was ob-
tained through fraud or a similar abu-
sive practice that does not support a
formal finding of fraud.

[60 FR 15372, Apr. 17, 1985, as amended at 61
FR 32349, June 24, 1996; 62 FR 25855, May 12,
1997. Redesignated at 64 FR 66279, Nov. 24,
1999; 77 FR 68563, Nov. 15, 2012]

PART 480—ACQUISITION, PROTEC-
TION, AND DISCLOSURE OF
QUALITY IMPROVEMENT ORGA-
NIZATION INFORMATION

Subpart A [Reserved]

Subpart B—Utilization and Quality Control
Quality Improvement Organizations (QlOs)

GENERAL PROVISIONS

Sec.

480.101 Scope and definitions.

480.102 Statutory bases for acquisition and
maintenance of information.

480.103 Statutory bases for disclosure of in-
formation.

480.104 Procedures for disclosure by a QIO.

480.105 Notice of disclosures made by a QIO.

480.106 Exceptions to QIO notice require-
ments.

480.107 Limitations on redisclosure.

480.108 Penalties for unauthorized disclo-
sure.

480.109 Applicability of other statutes and
regulations.

QIO ACCESS TO INFORMATION

480.111 QIO access to records and informa-
tion of institutions and practitioners.
480.112 QIO access to records and informa-

tion of intermediaries and carriers.
480.113 QIO access to information collected
for QIO purposes.
480.114 Limitations on data collection.

QIO RESPONSIBILITIES

480.115 Requirements for maintaining con-
fidentiality.

480.116 Notice to individuals and institu-
tions under review.
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DISCLOSURE OF NONCONFIDENTIAL
INFORMATION

480.120 Information subject to disclosure.
480.121 Optional disclosure of nonconfiden-
tial information.

DISCLOSURE OF CONFIDENTIAL INFORMATION

480.130 Disclosure to the Department.

480.131 Access to medical records for the
monitoring of QIOs.

480.132 Disclosure of information about pa-
tients.

480.133 Disclosure of information about
practitioners, reviewers and institutions.

480.134 Verification and amendment of QIO
information.

480.135 Disclosure necessary to perform re-
view responsibilities.

480.136 Disclosure to
carriers.

480.137 Disclosure to Federal and State en-
forcement agencies responsible for the
investigation or identification of fraud or
abuse of the Medicare or Medicaid pro-
grams.

480.138 Disclosure for other specified pur-
poses.

480.139 Disclosure of QIO deliberations and
decisions.

480.140 Disclosure of quality review study
information.

480.141 Disclosure of QIO interpretations on
the quality of health care.

480.142 Disclosure of sanction reports.

480.143 QIO involvement in shared health
data systems.

480.144 Access to QIO data and information.

480.145 Beneficiary authorization of use of
confidential information.

AUTHORITY: Secs. 1102 and 1871 of the Social
Security Act (42 U.S.C. 1302 and 1395hh).

intermediaries and

Subpart A [Reserved]

Subpart B—Utilization and Quality
Control Quality Improvement
Organizations (QlIOs)

SOURCE: 50 FR 15359, Apr. 17, 1985, unless
otherwise noted. Redesignated at 64 FR 66279,
Nov. 24, 1999.

GENERAL PROVISIONS

§480.101 Scope and definitions.

(a) Scope. This subpart sets forth the
policies and procedures governing—

(1) Disclosure of information col-
lected, acquired or generated by a Uti-
lization and Quality Control Quality
Improvement Organization (QIO) (or
the review component of a QIO subcon-

§480.101

tractor) in performance of its respon-
sibilities under the Act and these regu-
lations; and

(2) Acquisition and maintenance of
information by a QIO to comply with
its responsibilities under the Act.

(b) Definitions. As used in this part:

Abuse means any unlawful conduct
relating to items or services for which
payment is sought under Title XVIII of
the Act.

Aggregate statistical data means any
utilization, admission, discharge or di-
agnostic related group (DRG) data
arrayed on a geographic, institutional
or other basis in which the volume and
frequency of services are shown with-
out identifying any individual.

Confidential information means any of
the following:

(1) Information that explicitly or im-
plicitly identifies an individual pa-
tient, practitioner or reviewer.

(2) Sanction reports and
ommendations.

(3) Quality review studies which iden-
tify patients, practitioners or institu-
tions.

(4) QIO deliberations.

Health care facility or facility means
an organization involved in the deliv-
ery of health care services or items for
which reimbursement may be made in
whole or in part under Title XVIII of
the Act.

Implicitly identify(ies) means data so
unique or numbers so small so that
identification of an individual patient,
practitioners or reviewer would be ob-
vious.

Non-facility organication means a cor-
porate entity that: (1) Is not a health
care facility; (2) is not a 5 percent or
more owner of a facility; and (3) is not
owned by one or more health care fa-
cilities in the QIO area.

Patient representative means—(1) an
individual designated by the patient, in
writing, as authorized to request and
receive QIO information that would
otherwise be disclosable to that pa-
tient; or (2) an individual identified by
the QIO in accordance with
§480.132(c)(3) when the beneficiary is
mentally, physically or legally unable
to designate a representative.

Practitioner means an individual
credentialed within a recognized health

rec-
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care discipline and involved in pro-
viding the services of that discipline to
patients.

Public information means information
which has been disclosed to the public.

QIO deliberations means discussions
or communications (within a QIO or
between a QIO and a QIO subcon-
tractor) including, but not limited to,
review notes, minutes of meetings and
any other records of discussions and
judgments involving review matters re-
garding QIO review responsibilities and
appeals from QIO determinations, in
which the opinions of, or judgment
about, a particular individual or insti-
tution can be discerned.

QIO information means any data or
information collected, acquired or gen-
erated by a QIO in the exercise of its
duties and functions under Title XI
Part B or Title XVIII of the Act.

QIO interpretations and generalizations
on the quality of health care means an
assessment of the quality of care fur-
nished by an individual provider or
group of providers based on the QIO’s
knowledge of the area gained from its
medical review experience (e.g., quality
review studies) and any other informa-
tion obtained through the QIO’s review
activities.

QIO review system means the QIO and
those organizations and individuals
who either assist the QIO or are di-
rectly responsible for providing med-
ical care or for making determinations
with respect to the medical necessity,
appropriate level and quality of health
care services that may be reimbursed
under the Act. The system includes—

(1) The QIO and its officers, members
and employees;

(2) QIO subcontractors;

(3) Health care institutions and prac-
titioners whose services are reviewed;

(4) QIO reviewers and supporting
staff;

(5) Data support organizations; and

(6) CMS.

Quality review study means an assess-
ment, conducted by or for a QIO, of a
patient care problem for the purpose of
improving patient care through peer

analysis, intervention, resolution of
the problem and follow-up.
Quality review study information

means all documentation related to the
quality review study process.

42 CFR Ch. IV (10-1-15 Edition)

Reviewer means review coordinator,
physician, or other person authorized
to perform QIO review functions.

Sanction report means a report filed
pursuant to section 1156 of the Act and
part 474 of this chapter documenting
the QIO’s determination that a practi-
tioner or institution has failed to meet
obligations imposed by section 1156 of
the Act.

Shared health data system means an
agency or other entity authorized by
Federal or State law that is used by
the QIO review system to provide infor-
mation or to conduct or arrange for the
collection, processing, and dissemina-
tion of information on health care
services.

Subcontractor means a facility or a
non-facility organization under con-
tract with a QIO to perform QIO review
functions.

[60 FR 15359, Apr. 17, 1985; 50 FR 41886, Oct.
16, 1985. Redesignated at 64 FR 66279, Nov. 24,
1999; 69 FR 49267, Aug. 11, 2004; 76 FR 26546,
May 6, 2011]

§480.102 Statutory bases for acquisi-
tion and maintenance of informa-
tion.

(a) Section 1154(a)(7)(C) of the Act re-
quires QIOs to the extent necessary
and appropriate to examine the perti-
nent records of any practitioner or pro-
vider of health care services for which
payment may be made under Title
XVIII of the Act.

(b) Section 1154(a)(9) of the Act re-
quires QIOs to collect and maintain in-
formation necessary to carry out their
responsibilities under the Act.

(c) Section 1156(a)(3) of the Act re-
quires health care practitioners and
providers to maintain evidence of the
medical necessity and quality of health
care services they provide to Medicare
patients as required by QIOs.

§480.103 Statutory bases for disclo-
sure of information.

(a) Section 1154(a)(10) of the Act re-
quires QIOs to exchange information
with intermediaries and carriers with
contracts under sections 1816 and 1842
of the Act, other QIOs, and other public
or private review organizations as ap-
propriate.

(b) Section 1160 of the Act provides
that QIO information must be held in
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confidence and not be disclosed except
where—

(1) Necessary to carry out the pur-
pose of Title XI Part B of the Act;

(2) Specifically permitted or required
under this subpart;

(3) Necessary, and in the manner pre-
scribed under this subpart, to assist
Federal and State agencies recognized
by the Secretary as having responsi-
bility for identifying and investigating
cases or patterns of fraud or abuse;

(4) Necessary, and in the manner pre-
scribed under the subpart to assist Fed-
eral or State agencies recognized by
the Secretary as having responsibility
for identifying cases or patterns in-
volving risks to the public health;

(5) Necessary, and in the manner pre-
scribed under this subpart, to assist ap-
propriate State agencies having re-
sponsibility for licensing or certifi-
cation of providers or practitioners; or

(6) Necessary, and in the manner pre-
scribed under this subpart to assist
Federal or State health planning agen-
cies by furnishing them aggregate sta-
tistical data on a geographical, institu-
tional or other basis.

[60 FR 15359, Apr. 17, 1985; 50 FR 41886, Oct.
16, 1985. Redesignated at 64 FR 66279, Nov. 24,
1999]

§480.104 Procedures for disclosure by
a QIO

(a) Notice to accompany disclosure. (1)
Any disclosure of information under
the authority of this subpart is subject
to the requirements in §480.105 relating
to the providing of a notice of the dis-
closure.

(2) Disclosure of confidential infor-
mation made under the authority of
this subpart, except as provided in
§480.106, must be accompanied by a
written statement informing the bene-
ficiary that the information may not
be redisclosed except as provided under
§480.107 that limits redisclosure.

(b) QIO interpretations. A QIO may
provide a statement of comment, anal-
ysis, or interpretation to guide the
beneficiary in using information dis-
closed under this subpart.

(c) Fees. A QIO may charge a fee to
cover the cost of providing information
authorized under this subpart. These
fees may not exceed the amount nec-

§480.105

essary to recover the cost to the QIO
for providing the information.

(d) Format for disclosure of public infor-
mation. A QIO is required to disclose
public information (§480.120(a)(6)) only
in the form in which it is acquired by
the QIO or in the form in which it is
maintained for QIO use.

(e) Medicare provider number. A QIO
must include the provider identifica-
tion number assigned by the Medicare
program on information that CMS re-
quests.

[60 FR 15359, Apr. 17, 1985. Redesignated at 64
FR 66279, Nov. 24, 1999, as amended at 69 FR
49267, Aug. 11, 2004]

§480.105 Notice of disclosures made by
a QIO.

(a) Notification of the disclosure of non-
confidential information. Except as per-
mitted under §480.106, at least 30 cal-
endar days before disclosure of noncon-
fidential information, the QIO must no-
tify an identified institution of its in-
tent to disclose information about the
institution (other than reports rou-
tinely submitted to CMS or Medicare
administrative contractors or fiscal
intermediaries, or to or from QIO sub-
contractors, or to or from the institu-
tion) and provide the institution with a
copy of the information. The institu-
tion may submit comments to the QIO
that must be attached to the informa-
tion disclosed if received before disclo-
sure, or forwarded separately if re-
ceived after disclosure.

(b) Notification of the disclosure of con-
fidential information. (1) A QIO must no-
tify the practitioner who has treated a
patient, of a request for disclosure to
the patient or patient representative in
accordance with the requirements and
exceptions to the requirements for dis-
closure specified under §480.132.

(2) A QIO must notify a practitioner
or institution of the QIO’s intent to
disclose information on the practi-
tioner or institution to an investiga-
tive or licensing agency (§§480.137 and
480.138) except for cases specified in
§480.106 involving fraud or abuse or im-
minent danger to individuals or the
public health. The practitioner or in-
stitution must be notified and provided
a copy of the information to be dis-
closed at least 30 calendar days before
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the QIO discloses the identifying infor-
mation. The QIO must forward with
the information any comments sub-
mitted by the practitioner or institu-
tion in response to the QIO notice if re-
ceived before disclosure, or forwarded
separately if received after disclosure.

[60 FR 15359, Apr. 17, 1985; 50 FR 41886, Oct.
16, 1985. Redesignated at 64 FR 66279, Nov. 24,
1999, as amended at 69 FR 49267, Aug. 11, 2004;
77 FR 68563, Nov. 15, 2012]

§480.106 Exceptions to QIO notice re-
quirements.

(a) Imminent danger to individuals or
public health. When the QIO determines
that requested information is nec-
essary to protect against an imminent
danger to individuals or the public
health, the notification required in
§480.106 may be sent simultaneously
with the disclosure.

(b) Fraud or Abuse. The notification
requirement in §480.105 does not apply
if—

(1) The disclosure is made in an in-
vestigation of fraud or abuse by the Of-
fice of the Inspector General or the
General Accounting Office; or

(2) The disclosure is made in an in-
vestigation of fraud or abuse by any
other Federal or State fraud or abuse
agency and the investigative agency
specifies in writing that the informa-
tion is related to a potentially pros-
ecutable criminal offense.

(c) Other. The notification require-
ments in §480.105(a) and (b)(2) do not
apply if:

(1) The institution or practitioner
has requested, in writing, that the QIO
make the disclosure;

(2) The institution or practitioner
has provided, in writing, consent for
the disclosure; or

(3) The information is public infor-
mation as defined in §480.101(b) and
specified under §480.120.

[60 FR 15359, Apr. 17, 1985. Redesignated at 64
FR 66279, Nov. 24, 1999, as amended at 69 FR
49266, 49267, Aug. 11, 2004]

§480.107 Limitations on redisclosure.

Persons or organizations that obtain
confidential QIO information must not
further disclose the information to any
other person or organization except—

(a) As directed by the QIO to carry
out a disclosure permitted or required

42 CFR Ch. IV (10-1-15 Edition)

under a particular provision of this
part;

(b) As directed by CMS to carry out
specific responsibilities of the Sec-
retary under the Act;

(c) As necessary for CMS to carry out
its responsibilities for appeals under
section 1155 of the Act or for CMS to
process sanctions under section 1156 of
the Act;

(d) If the health care services fur-
nished to an individual patient are re-
imbursed from more than one source,
these sources of reimbursement may
exchange confidential information as
necessary for the payment of claims;

(e) If the information is acquired by
the QIO from another source and the
receiver of the information is author-
ized under its own authorities to ac-
quire the information directly from the
source, the receiver may disclose the
information in accordance with the
source’s redisclosure rules;

(f) As necessary for the General Ac-
counting Office to carry out its statu-
tory responsibilities;

(g) Information pertaining to a pa-
tient or practitioner may be disclosed
by that individual provided it does not
identify any other patient or practi-
tioner;

(h) An institution may disclose infor-
mation pertaining to itself provided it
does not identify an individual patient
or practitioner;

(i) Governmental fraud or abuse
agencies and State licensing or certifi-
cation agencies recognized by CMS
may disclose information as necessary
in a judicial, administrative or other
formal legal proceeding resulting from
an investigation conducted by the
agency;

(j) State and local public health offi-
cials to carry out their responsibilities,
as necessary, to protect against a sub-
stantial risk to the public health; or

(k) As necessary for the Office of the
Inspector General to carry out its stat-
utory responsibilities.

(1) Redisclosures of information that
is confidential because it identifies the
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parties involved in immediate advo-
cacy may occur if all parties have con-
sented to the redisclosure, as provided
for under §476.110(c) of this chapter.

[60 FR 15359, Apr. 17, 1985; 50 FR 41886, Oct.
16, 1985. Redesignated at 64 FR 66279, Nov. 24,
1999; 77 FR 68564, Nov. 15, 2012]

§480.108 Penalties
disclosure.

A person who discloses information
not authorized under Title XI Part B of
the Act or the regulations of this part
will, upon conviction, be fined no more
than $1,000, or be imprisoned for no
more than six months, or both, and
will pay the costs of prosecution.

§480.109 Applicability of other stat-
utes and regulations.

The provisions of 42 U.S.C. 290dd-3
and 290ee-3 governing confidentiality
of alcohol and drug abuse patients’
records, and the implementing regula-
tions at 42 CFR part 2, are applicable
to QIO information.

[50 FR 15359, Apr. 17, 1985; 50 FR 41887, Oct.
16, 1985. Redesignated at 64 FR 66279, Nov. 24,
1999]

for unauthorized

QIO ACCESS TO INFORMATION

§480.111 QIO access to records and in-
formation of institutions and practi-
tioners.

(a) A QIO is authorized to have access
to and obtain records and information
pertinent to the health care services
furnished to Medicare patients, held by
any institution or practitioner in the
QIO area. The QIO may require the in-
stitution or practitioner to provide
copies of such records or information
to the QIO.

(b) A QIO may obtain non-Medicare
patient records relating to review per-
formed under a non-Medicare QIO con-
tract if authorized by those patients in
accordance with State law.

(c) In accordance with its quality re-
view responsibilities under the Act, a
QIO may have access to and obtain in-
formation from, the records of non-
Medicare patients if authorized by the
institution or practitioner.

(d) A QIO may reimburse for re-
quested information at the rate of $.10
per page for photocopying plus first
class postage. The photocopying

§480.115

amount includes the cost of labor, sup-
plies, equipment, and overhead.

[60 FR 15359, Apr. 17, 1985; 50 FR 41887, Oct.
16, 1985. Redesignated at 64 FR 66279, Nov. 24,
1999, as amended at 656 FR 831564, Dec. 29, 2000]

§480.112 QIO access to records and in-
formation of intermediaries and
carriers.

A QIO is authorized to have access to
and require copies of Medicare records
or information held by intermediaries
or carriers if the QIO determines that
the records or information are nec-
essary to carry out QIO review respon-
sibilities.

§480.113 QIO access to information
collected for QIO purposes.

(a) Institutions and other entities
must disclose to the QIO information
collected by them for QIO purposes.

(b) Information collected or gen-
erated by institutions or practitioners
to carry out quality review studies
must be disclosed to the QIO.

§480.114 Limitation on data collection.

A QIO or any agent, organization, or
institution acting on its behalf, that is
collecting information under authority
of this part, must collect only that in-
formation which is necessary to accom-
plish the purposes of Title XI Part B of
the Act in accordance with 44 U.S.C.
Chapter 35, Coordination of Federal Re-
porting Services Information Policy.

QIO RESPONSIBILITIES

§480.115 Requirements for maintain-
ing confidentiality.

(a) Responsibilities of QIO officers and
employees. The QIO must provide rea-
sonable physical security measures to
prevent unauthorized access to QIO in-
formation and to ensure the integrity
of the information, including those
measures needed to secure computer
files. Each QIO must instruct its offi-
cers and employees and health care in-
stitution employees participating in
QIO activities of their responsibility to
maintain the confidentiality of infor-
mation and of the legal penalties that
may be imposed for unauthorized dis-
closure of QIO information.
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(b) Responsible individuals within the
QIO0. The QIO must assign a single indi-
vidual the responsibility for maintain-
ing the system for assuring the con-
fidentiality of information within the
QIO review system. That individual
must notify CMS of any violations of
these regulations.

(¢) Training requirements. The QIO
must train participants of the QIO re-
view system in the proper handling of
confidential information.

(d) Authorized access. An individual
participating in the QIO review system
on a routine or ongoing basis must not
have authorized access to confidential
QIO information wunless that indi-
vidual—

(1) Has completed a training program
in the handling of QIO information in
accordance with paragraph (c) of this
section or has received comparable
training from another source; and

(2) Has signed a statement indicating
that he or she is aware of the legal pen-
alties for unauthorized disclosure.

(e) Purging of personal identifiers. (1)
The QIO must purge or arrange for
purging computerized information, pa-
tient records and other noncomputer-
ized files of all personal identifiers as
soon as it is determined by CMS that
those identifiers are no longer nec-
essary.

(2) The QIO must destroy or return to
the facility from which it was collected
confidential information generated
from computerized information, pa-
tient records and other noncomputer-
ized files when the QIO determines that
the maintenance of hard copy is no
longer necessary to serve the specific
purpose for which it was obtained or
generated.

(f) Data system procedures. The QIO
must assure that organizations and
consultants providing data services to
the QIO have established procedures for
maintaining the confidentiality of QIO
information in accordance with re-
quirements defined by the QIO and con-
sistent with procedures established
under this part.

§480.116 Notice to individuals and in-
stitutions under review.
The QIO must establish and imple-
ment procedures to provide patients,
practitioners, and institutions under

42 CFR Ch. IV (10-1-15 Edition)

review with the following informa-
tion—

(a) The title and address of the per-
son responsible for maintenance of QIO
information;

(b) The types of information that will
be collected and maintained;

(c) The general rules governing dis-
closure of QIO information; and

(d) The procedures whereby patients,
practitioners, and institutions may ob-
tain access to information about them-
selves.

DISCLOSURE OF NONCONFIDENTIAL
INFORMATION

§480.120 Information subject to disclo-
sure.

Subject to the procedures for disclo-
sure and notice of disclosure specified
in §§480.104 and 480.105, the QIO must
disclose—

(a) Nonconfidential information to
any person upon request, including—

(1) The norms, criteria, and standards
it uses for initial screening of cases,
and for other review activities;

(2) Winning technical proposals for
contracts from the Department, and
winning technical proposals for sub-
contracts under those contracts (ex-
cept for proprietary or business infor-
mation);

(3) Copies of documents describing
administrative procedures, agreed to
between the QIO and institutions or be-
tween a QIO and the Medicare inter-
mediary or Medicare carrier;

(4) Routine reports submitted by the
QIO to CMS to the extent that they do
not contain confidential information.

(6) Summaries of the proceedings of
QIO regular and other meetings of the
governing body and general member-
ship except for those portions of the
summaries involving QIO delibera-
tions, which are confidential informa-
tion and subject to the provisions of
§480.139;

(6) Public information in its posses-
sion;

(7) Aggregate statiscal information
that does not implicitly or explicitly
identify individual patients, practi-
tioners or reviewers;

(8) Quality review study information
including summaries and conclusions
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from which the identification of pa-
tients, practitioners and institutions
has been deleted; and

(9) Information describing the char-
acteristics of a quality review study,
including a study design and method-
ology.

(b) Aggregate statistical information
that does not implicitly or explicitly
identify individual patients, practi-
tioners or reviewers, to Federal or
State health planning agencies (includ-
ing Health Systems Agencies and State
Health Planning and Development
Agencies) in carrying out their health
care planning and related activities.

[60 FR 15359, Apr. 17, 1985; 50 FR 41887, Oct.
16, 1985. Redesignated at 64 FR 66279, Nov. 24,
1999, as amended at 69 FR 49267, Aug. 11, 2004]

§480.121 Optional disclosure of non-
confidential information.

A QIO may, on its own initiative,
subject to the notification require-
ments in §480.105, furnish the informa-
tion available under §480.120 to any
person, agency, or organization.

[60 FR 15359, Apr. 17, 1985. Redesignated at 64
FR 66279, Nov. 24, 1999, as amended at 69 FR
49267, Aug. 11, 2004]

DISCLOSURE OF CONFIDENTIAL
INFORMATION

§480.130 Disclosure to the
ment.

Except as limited by §480.139(a) and
§480.140 of this subpart, QIOs must dis-
close to the Department all informa-
tion requested by the Department in
the manner and form requested. The
information can include confidential
and non-confidential information and
requests can include those made by any
component of the Department, such as
CMS.

[76 FR 26547, May 6, 2011]

Depart-

§480.131 Access to medical records for
the monitoring of QIOs.

CMS or any person, organization or
agency authorized by the Department
or Federal statute to monitor a QIO
will have access to medical records
maintained by institutions or health
care practitioners on Medicare Dpa-
tients. The monitor can require copies
of the records.

§480.132

§480.132 Disclosure of
about patients.

information

(a) General requirements for disclosure.
Except as specified in §§476.130(d) and
476.140(b) of this chapter and paragraph
(b) of this section, a QIO must—

(1) Disclose patient identified infor-
mation in its possession to the identi-
fied patient or the patient’s representa-
tive if—

(i) The patient or the patient’s rep-
resentative requests the information in
writing;

(ii) The request by a patient’s rep-
resentative includes the designation,
by the patient, of the representative;
and

(iii) Except as provided under para-
graph (b) of this section, all other pa-
tient and practitioner identifiers have
been removed.

(2) Make disclosure to the patient or
the patient’s representative within 14
calendar days of receipt of the request.

(b) Exceptions. (1) If a request for in-
formation is in connection with an ini-
tial denial determination under section
1154(a)(2) of the Act, the QIO must pro-
vide only the information used to sup-
port that determination in accordance
with the procedures for disclosure of
information related to determinations
under §478.24, including relevant prac-
titioner identifiers.

(2) A QIO must disclose information
regarding QIO deliberations only as
specified in §480.139(a).

(3) A QIO must disclose quality re-
view study information only as speci-
fied in §480.140.

(c) Manner of disclosure. (1) The QIO
must disclose the patient information
directly to the patient or the patient’s
representative when the representative
has been authorized or appointed to re-
ceive that information.

(2) In identifying a representative,
the QIO must follow pertinent State
law requirements regarding the des-
ignation of health care representatives
and agents. If the patient is unable to
designate a representative and the
identity of the representative is not al-
ready dictated by State law, the QIO
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must disclose the information to a per-
son whom the QIO determines is re-
sponsible for the patient.

[60 FR 15359, Apr. 17, 1985; 50 FR 41887, Oct.
16, 1985. Redesignated at 64 FR 66279, Nov. 24,
1999, as amended at 69 FR 49267, Aug. 11, 2004;
77 FR 68564, Nov. 15, 2012]

§480.133 Disclosure of information
about practitioners, reviewers and
institutions.

(a) General requirements for disclosure.
Except as specified in paragraph (b) of
this section, the following provisions
are required of the QIO.

(1) Disclosure to the identified indi-
vidual or institution. A QIO must dis-
close, to particular practitioners, re-
viewers and institutions, information
about themselves, upon request, and
may disclose it to them without a re-
quest.

(2) Disclosure to others. (i) A QIO must
disclose to an institution, upon re-
quest, information on a practitioner to
the extent that the information dis-
plays practice or performance patterns
of the practitioner in that institution.

(ii) In accordance with section 1160 of
the Act, a QIO must disclose informa-
tion that displays practice or perform-
ance patterns of a practitioner or insti-
tution in accordance with the proce-
dures for disclosures specified in
§§480.137 and 480.138 to—

(A) Federal and State agencies that
are responsible for the investigation of
fraud and abuse of the Medicare or
Medicaid programs, and

(B) Federal and State agencies that
are responsible for licensing and cer-
tification of practitioners and pro-
viders.

(iii) A QIO may disclose to any per-
son, agency, or organization informa-
tion on a particular practitioner or re-
viewer at the written request of or
with the written consent of that prac-
titioner or reviewer. The beneficiary of
the information has the same redisclo-
sure rights and responsibilities as the
requesting or consenting practitioner
or reviewer as provided under this Sub-
part B.

(iv) A QIO is not required to obtain
the consent of a practitioner or pro-
vider prior to the release of informa-
tion to a beneficiary in connection
with an initial denial determination or

42 CFR Ch. IV (10-1-15 Edition)

in providing a beneficiary with the
QIO’s findings in response to a bene-
ficiary complaint. Information that
must be specified in a QIO’s final deci-
sion in a complaint review is specified
in §§476.130(d) and 476.140(b) of this sub-
chapter.

(b) Exceptions. (1) If the request is in
connection with an initial denial deter-
mination or a change resulting from a
diagnostic related group (DRG) coding
validation under part 476 of this sub-
chapter, the QIO must provide only the
information used to support that deter-
mination in accordance with the proce-
dures for disclosure of information re-
lating to determinations under §478.24
of this subchapter.

(2) A QIO must disclose information
regarding QIO deliberations only as
specified in §480.139(a).

(3) A QIO must disclose quality re-
view study information only as speci-
fied in §480.140.

[60 FR 15359, Apr. 17, 1885, as amended at 52
FR 37458, Oct. 7, 1987; 52 FR 47004, Dec. 11,
1987. Redesignated at 64 FR 66279, Nov. 24,
1999, as amended at 69 FR 49266, 29267, Aug.
11, 2004; 77 FR 68564, Nov. 15, 2012]

§480.134 Verification and amendment
of QIO information.

(a) A QIO must verify the accuracy of
its information concerning patients,
practitioners, reviewers, and institu-
tions and must permit the individual
or institution to request an amend-
ment of pertinent information that is
in the possession of the QIO.

(b) If the QIO agrees with the request
for amendment, the QIO must correct
the information in its possession. If the
information being amended has already
been disclosed, the QIO must forward
the amended information to the re-
quester where it may affect decisions
about a particular provider, practi-
tioner or case under review.

(c) If the QIO disagrees with the re-
quest for amendment, a notation of the
request, reasons for the request, and
the reasons for refusal must be in-
cluded with the information and at-
tached to any disclosure of the infor-
mation.

[60 FR 15358, Apr. 17, 1985; 50 FR 41887, Oct.
16, 1985. Redesignated at 64 FR 66279, Nov. 24,
1999]
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§480.135 Disclosure necessary to per-
form review responsibilities.

(a) Disclosure to conduct review. The
QIO must disclose or arrange for disclo-
sure of information to individuals and
institutions within the QIO review sys-
tem as necessary to fulfill their par-
ticular duties and functions under
Title XI Part B of the Act.

(b) Disclosure to consultants and sub-
contractors. The QIO must disclose to
consultants or subcontractors the in-
formation they need to provide speci-
fied services to the QIO.

(c) Disclosure to other QIO and medical
review boards. The QIO must disclose—

(1) To another QIO, information on
patients and practitioners who are sub-
ject to review by the other QIO; and

(2) To medical review boards estab-
lished under section 1881 of the Act,
confidential information on patients,
practitioners and institutions receiving
or furnishing end stage renal disease
services.

§480.136 Disclosure to intermediaries
and carriers.

(a) Required disclosure. Except as
specified in §§480.139(a) and 480.140 re-
lating to disclosure of QIO delibera-
tions and quality review study infor-
mation, a QIO must disclose to inter-
mediaries and carriers QIO information
that relates to, or is necessary for, pay-
ment of claims for Medicare as follows:

(1) Review determinations and claims
forms for health care services, fur-
nished in the manner and form agreed
to by the QIO and the intermediary or
carrier.

(2) Upon request, copies of medical
records acquired from practitioners or
institutions for review purposes.

(3) QIO information about a par-
ticular patient or practitioner if the
QIO and the intermediary or carrier (or
CMS if the QIO and the intermediary
or carrier cannot agree) determine that
the information is necessary for the ad-
ministration of the Medicare program.

(b) Optional disclosure. The QIO may
disclose the information specified in
paragraph (a) of this section to inter-
mediaries and carriers without a re-
quest.

[60 FR 15359, Apr. 17, 1985. Redesignated at 64

FR 66279, Nov. 24, 1999, as amended at 69 FR
49267, Aug. 11, 2004]

§480.138

§480.137 Disclosure to Federal and
State enforcement agencies respon-
sible for the investigation or identi-
fication of fraud or abuse of the
Medicare or Medicaid programs.

(a) Required disclosure. Except as
specified in §§480.139(a) and 480.140 re-
lating to disclosure of QIO delibera-
tions and quality review study infor-
mation, the QIO must disclose con-
fidential information relevant to an in-
vestigation of fraud or abuse of the
Medicare or medicaid programs, in-
cluding QIO medical necessity deter-
minations and other information that
includes patterns of the practice or
performance of a practitioner or insti-
tution, when a written request is re-
ceived from a State or Federal enforce-
ment agency responsible for the inves-
tigation or identification of fraud or
abuse of the Medicare or Medicaid pro-
grams that—

(1) Identifies the name and title of
the individual initiating the request,

(2) Identifies the physician or institu-
tion about which information is re-
quested, and

(3) States affirmatively that the in-
stitution or practitioner is currently
under investigation for fraud or abuse
of the Medicare or Medicaid programs
and that the information is needed in
furtherance of that investigation.

(b) Optional disclosure. The QIO may
provide the information specified in
paragraph (a) of this section to Federal
or State fraud and abuse enforcement
agencies responsible for the investiga-
tion or identification of fraud or abuse
of the Medicare or Medicaid programs,
without a request.

[60 FR 15358, Apr. 17, 1985, as amended at 52
FR 37458, Oct. 7, 1987. Redesignated at 64 FR
66279, Nov. 24, 1999, as amended at 69 FR
49267, Aug. 11, 2004]

§480.138 Disclosure for other specified
purposes.

(a) General requirements for disclosure.
Except as specified in paragraph (b) of
this section, the following provisions
are required of the QIO.

(1) Disclosure to licensing and certifi-
cation bodies. (i) A QIO must disclose
confidential information upon request,
to State or Federal licensing bodies re-
sponsible for the professional licensure
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of a practitioner or a particular insti-
tution. Confidential information, in-
cluding QIO medical necessity deter-
minations that display the practice or
performance patterns of that practi-
tioner, must be disclosed by the QIO
but only to the extent that it is re-
quired by the agency to carry out a
function within the jurisdiction of the
agency under Federal or State law.

(ii) A QIO may provide the informa-
tion specified in paragraph (a)(1)(i) of
this section to the State or Federal li-
censing body without request.

(2) Disclosure to State and local public
health officials. A QIO must disclose
QIO information to State and local
public health officials whenever the
QIO determines that the disclosure of
the information is necessary to protect
against a substantial risk to the public
health.

(38) Disclosure to the courts. Patient
identified records in the possession of a
QIO are not subject to subpoena or dis-
covery in a civil action, including an
administrative, judicial or arbitration
proceeding.

(b) Ezxceptions. (1) The restriction set
forth in paragraph (a)(3) of this section
does not apply to HHS, including In-
spector General, administrative sub-
poenas issued in the course of audits
and investigations of Department pro-
grams, in the course of administrative
hearings held under the Social Secu-
rity Act or to disclosures to the Gen-
eral Accounting Office as necessary to
carry out its statutory responsibilities.

(2) A QIO must disclose information
regarding QIO deliberations and qual-
ity review study information only as
specified in §§480.139(a) and 480.140.

[60 FR 15359, Apr. 17, 1985; 50 FR 41887, Oct.
16, 1985. Redesignated at 64 FR 66279, Nov. 24,
1999, as amended at 69 FR 49267, Aug. 11, 2004]

§480.139 Disclosure of QIO delibera-
tions and decisions.

(a)(1) A QIO must not disclose its de-
liberations except to—

(i) CMS; or

(ii) The Office of the Inspector Gen-
eral, and the Government Account-
ability Office as necessary to carry out
statutory responsibilities.

(2) QIO deliberations are not
disclosable, either in written form or
through oral testimony, in connection

42 CFR Ch. IV (10-1-15 Edition)

with the administrative hearing or re-
view of a beneficiary’s claim.

(b) Reasons for QIO decisions. (1) A
QIO may disclose to those who have ac-
cess to QIO information under other
provisions of this subpart, the reasons
for QIO decisions pertaining to that in-
formation provided that the opinions
or judgements of a particular indi-
vidual or practitioner cannot be identi-
fied.

(2) A QIO must disclose, if requested
in connection with the administrative
hearing or review of a beneficiary’s
claim, the reasons for QIO decisions.
The QIO must include the detailed
facts, findings and conclusions sup-
porting the QIO’s determination. The
QIO must insure that the opinions or
judgements of a particular individual
or practitioner cannot be identified
through the materials that are dis-
closed.

[60 FR 15359, Apr. 17, 1985,, as amended at 76
FR 265647, May 6, 2011; 77 FR 68564, Nov. 15,
2012]

§480.140 Disclosure of quality review
study information.

(a) A QIO must disclose quality re-
view study information with identifiers
of patients, practitioners or institu-
tions to—

(1) Representatives of authorized 1li-
censure, accreditation or certification
agencies as is required by the agencies
in carrying out functions which are
within the jurisdiction of such agencies
under state law; to Federal and State
agencies responsible for identifying
risks to the public health when there is
substantial risk to the public health;
or to Federal and State fraud and
abuse enforcement agencies;

(2) An institution or practitioner, if
the information is limited to health
care services furnished by the institu-
tion or practitioner; and

(3) A medical review board estab-
lished under section 1881 of the Act per-
taining to end-stage renal disease fa-
cilities, if the information is limited to
health care services subject to its re-
view.

(b) A QIO must disclose quality re-
view study information with identifiers
of patients, practitioners or institu-
tions to the Office of the Inspector
General and the General Accounting
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Office as necessary to carry out statu-
tory responsibilities.

(c) A QIO may disclose information
offsite from a particular quality review
study to any institution or practi-
tioner involved in that study, provided
the disclosed information is limited to
that institution or practitioner.

(d) A QIO may disclose quality review
study information with identifiers of
particular practitioners or institu-
tions, or both, at the written request
of, or with the written consent of, the
identified practitioner(s) or institu-
tion(s).

(1) The consent or request must
specify the information that is to be
disclosed and the intended beneficiary
of the information.

(2) The beneficiary of the informa-
tion has the same redisclosure rights
and responsibilities as the requesting
or consenting practitioner or institu-
tion as provided under this Subpart B.

(e) An institution or group of practi-
tioners may redisclose quality review
study information, if the information
is limited to health care services they
provided.

(f) Quality review study information
with patient identifiers is not subject
to subpoena or discovery in a civil ac-
tion, including an administrative, judi-
cial or arbitration proceeding. This re-
striction does not apply to HHS, in-
cluding Inspector General, administra-
tive subpoenas issued in the course of
audits and investigations of Depart-
ment programs, in the course of admin-
istrative hearings held under the So-
cial Security Act, or to disclosures to
the General Accounting Office as nec-
essary to carry out its statutory re-
sponsibilities.

(g) A QIO must disclose quality re-
view study information to CMS with
identifiers of patients, practitioners or
institutions—

(1) For purposes of quality improve-
ment. Activities include, but are not
limited to, data validation, measure-
ment, reporting, and evaluation.

(2) As requested by CMS when CMS
deems it mnecessary for purposes of

§480.143

overseeing and planning QIO program
activities.

[60 FR 15359, Apr. 17, 1985. Redesignated at 64
FR 66279, Nov. 24, 1999, as amended at 69 FR
49266, Aug. 11, 2004; 75 FR 19826, Apr. 15, 2010;
76 FR 26547, May 6, 2011]

§480.141 Disclosure of QIO interpreta-
tions on the quality of health care.

Subject to the procedures for disclo-
sure and notice of disclosure specified
in §§480.104 and 480.105, a QIO may dis-
close to the public QIO interpretations
and generalizations on the quality of
health care that identify a particular
institution.

[60 FR 15359, Apr. 17, 1985. Redesignated at 64
FR 66279, Nov. 24, 1999, as amended at 69 FR
49267, Aug. 11, 2004]

§480.142 Disclosure of sanction re-
ports.

(a) The QIO must disclose sanction
reports directly to the Office of the In-
spector General and, if requested, to
CMS.

(b) The QIO must upon request, and
may without a request, disclose sanc-
tion reports to State and Federal agen-
cies responsible for the identification,
investigation or prosecution of cases of
fraud or abuse in accordance with
§480.1317.

(c) CMS will disclose sanction deter-
minations in accordance with part 474
of this chapter.

[60 FR 15359, Apr. 17, 1985. Redesignated at 64
FR 66279, Nov. 24, 1999, as amended at 69 FR
49267, Aug. 11, 2004]

§480.143 QIO involvement in shared
health data systems.

(a) Information collected by a QIO. Ex-
cept as prohibited in paragraph (b) of
this section, information collected by a
QIO may be processed and stored by a
cooperative health statistics system
established under the Public Health
Service Act (42 U.S.C. 242k) or other
State or Federally authorized shared
data system.

(b) QIO participation. A QIO may not
participate in a cooperative health sta-
tistics system or other shared health
data system if the disclosure rules of
the system would prevent the QIO from
complying with the rules of this part.

(¢c) Disclosure of QIO information ob-
tained by a shared health data system.
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QIO information must not be disclosed
by the shared health data system un-
less—

(1) The source from which the QIO ac-
quired the information consents to or
requests disclosure; or

(2) The QIO requests the disclosure of
the information to carry out a disclo-
sure permitted under a provision of
this part.

§480.144 Access to QIO data and infor-
mation.

CMS may approve the requests of re-
searchers for access to QIO confidential
information not already authorized by
other provisions in 42 CFR part 480.

[76 FR 26547, May 6, 2011]

§480.145 Beneficiary authorization of
use of confidential information.

(a) Except as otherwise provided
under this part, a QIO may not use or
disclose a beneficiary’s confidential in-
formation without an authorization
from the beneficiary. The QIO’s use or
disclosure must be consistent with the
authorization.

(b) A valid authorization is a docu-
ment that contains the following:

(1) A description of the information
to be used or disclosed that identifies
the information in a specific and mean-
ingful fashion.

(2) The name or other specific identi-
fication of the QIO(s) and QIO point(s)
of contact making the request to use or
disclose the information.

(3) The name or other specific identi-
fication of the person(s), or class of
persons, to whom the QIO(s) may dis-
close the information or allow the re-
quested use.

(4) A description of each purpose of
the requested use or disclosure. The
statement ‘‘at the request of the indi-
vidual” is a sufficient description of
the purpose when an individual initi-
ates the authorization and does not, or
elects not to, provide a statement of
purpose.

(5) An expiration date or an expira-
tion event that relates to the bene-
ficiary or the purpose of the use or dis-
closure. The statement ‘“‘end of the QIO
research study,” ‘‘none,” or similar
language is sufficient if the authoriza-
tion is for a use or disclosure of con-
fidential information for QIO research,

42 CFR Ch. IV (10-1-15 Edition)

including for the creation and mainte-
nance of a research database or re-
search repository.

(6) Signature of the individual and
date. If the authorization is signed by a
beneficiary’s representative, a descrip-
tion of such representative’s authority
to act for the beneficiary must also be
provided.

(¢c) In addition to those items con-
tained in paragraph (b) of this section,
the authorization must contain state-
ments adequate to place the individual
on notice of all of the following:

(1) The individual’s right to revoke
the authorization in writing; and

(2) Any exceptions to the right to re-
voke and a description of how the indi-
vidual may revoke the authorization;

(3) The ability or inability of the QIO
to condition its review activities on
the authorization, by stating either:

(i) That the QIO may not condition
the review of complaints, appeals, or
payment determinations, or any other
QIO reviews or other tasks within the
QIO’s responsibility on whether the in-
dividual signs the authorization;

(ii) The consequences to the indi-
vidual of a refusal to sign the author-
ization when the refusal will render the
QIO unable to carry out an activity.

(4) The potential for information dis-
closed pursuant to the authorization to
be subject to either appropriate or in-
appropriate redisclosure by a bene-
ficiary, after which the information
would no longer be protected by this
subpart.

(d) The authorization must be writ-
ten in plain language.

(e) If a QIO seeks an authorization
from a beneficiary for a use or disclo-
sure of confidential information, the
QIO must provide the beneficiary with
a copy of the signed authorization.

(f) A beneficiary may revoke an au-
thorization provided under this section
at any time, provided the revocation is
in writing, except to the extent that
the QIO has taken action in reliance
upon the authorization.

[77 FR 68564, Nov. 15, 2012]
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